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Purpose

The purpose of this report is to describe cognitive variables and frameworks that
are useful in the investigation of network collaboration in Army environments. Network
collaboration is currently under study by the U. S. Army Research Institute in the context
of performance in a simulated network task using the SCUDHunt" game, developed by
DARPA, as part of a study of distributed situational awareness (Perla, Markowitz, Nofi,
Weuve, Loughran, & Stahl, 2000). Key variables that facilitate functioning in this
environment will be discussed, based on the results of interviews with proficient
SCUDHunt players. Frameworks for examining the data from the SCUDHunt studies are
also presented. Finally, brief recommendations for the directions of future research in this
domain are presented. ‘

These perspectives on collaboration research are documented in response to the
need to better understand the emerging networked organizations in the Army (Alberts,
Garstka, & Stein, 1999). In the battlefields where today’s soldiers apply their skills,
communication is both more complex and more important than ever before. Military
operations are widely distributed over space and time, and this necessitates a similar
distribution for the individuals involved in those operations. There can be no argument
that collaboration and shared understanding of the battlespace are required for effective
functioning between units in this situation, but the individual skills that support this
process are not well understood. What skills influence the success or failure of
communication between soldiers? When these skills are identified, what steps must be
taken in order to facilitate individuals to become team members who are fluent in the
effective methods of network collaboration? These skills are crucial for the U.S. Army’s
forces to maintain their current level of information and technical superiority.

Communication may take place on the battlefield under a variety of
circumstances, and with varying goals. Using network resources for collaboration
purposes has become a particularly attractive option, because of their versatility and the
possibility for rapid delivery of text and graphic files, such as fragmentary orders and
tactical maps. There are also potential pitfalls associated with a network-based method of
communication, though. Many soldiers may be unfamiliar with the technology, or the
technology may be non-intuitive and difficult to use; the necessary hardware and
software may not be entirely reliable; time pressure may preclude the use of certain
methods of network communication, because of delays in transfer. But, most important,
soldiers may just not be skilled in how to collaborate in this type of environment. This is
a high-stakes environment and the skill to use the emerging technologies must include
highly honed collaboration skills. Research to understand the variables in network
collaboration is critical to support the development of training for collaboration skills.

* The use of SCUDHunt does not constitute endorsement of the product by AR, the U.S. Army or the U.S.
Department of Defense. .
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Understanding Collaboration

Cognitive Task Analysis

One method for exploring the skills that will be needed in network-collaborative
environments is Cognitive Task Analysis (CTA). CTA is a set of techniques (e.g., Klein,
Calderwood, & MacGregor, 1989) that were designed to take advantage of the experience
of a subject-matter expert (SME) in order to understand a complex process, job, or task.
Especially in situations where time pressure, high stakes, and ambiguity of information
are present, CTA allows the researcher to probe the experiences of the expert for insights
into exactly how critical decisions were made. In the context of network collaborations,
experts who have used the relevant technology many times, under the environmental
conditions of interest, can provide valuable information about what makes this process
difficult and where attention must be focused in order to improve performance, all from a
user’s point of view.

It is difficult to find such expertise as these environments are only now emerging
in response to changing missions and technologies. To envision this new battlefield, the
SCUDHunt game is being used to simulate that environment. To understand the
collaboration skills that may be needed in the new battlefield environment, Klein
Associates conducted a CTA using researchers who were proficient at collaborating in
the SCUDHunt context. The purpose of the CTA was to suggest the types of
collaboration skills that should be considered when the SCUDHunt data are analyzed.

Task Diagram

A Task Diagram (Militello, Hutton, & Miller, 1996; Militello, Hutton, Pliske,
Knight, & Klein, 1997) was used first to lay out the major tasks in the simulated
environment and to identify which tasks are most cognitively challenging. Three
experienced SCUDHunt players were interviewed to determine the primary tasks in
playing the game. The interviewees were asked to come up with three to six main tasks
that cover the performance in the game and then to indicate which of these tasks were the
most cognitively challenging. Later, the results of the Task Diagram were compiled into
one graphic representation reflecting the input from all three interviews, and this Task
Diagram was reviewed with the interviewees before finalization.

The final Task Diagram synthesizing the interviews with three proficient
SCUDHunt players is shown in Figure 1. Twelve tasks were identified as comprising
SCUDHunt performance:

e Know own and partner’s assets
e Generate own plan for asset placement

e Coordinate own plan with partner’s plan
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e Deploy own assets

e Remember where assets are deployed

e Look at shared results of intelligence gathering

e Coordinate to find out which assets were used by the partner to understand
results

o Consider.reliability of assets to assess results

o Consider any previous intelligence and interpretations

e Generate own Strike Plan

e Input Strike Plan and get results

e Generate new asset placement plan to refine conclusions.
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Of the 12 SCUDHunt tasks, 5 were identified by the interviewees as cognitively
challenging. These tasks include the following:

e Generate own plan for asset placement

e Coordinate own plan with partner’s plan

e Consider reliability of assets to assess results

e Consider any previous intelligence and interpretations

e Generate own Strike Plan

Knowledge Audit

A Knowledge Audit (Klein & Militello, in press) was used to further assess the
five tasks that were identified as cognitively challenging to understand the nature of the
challenges and the collaborative aspects of the tasks. The Knowledge Audit consists of a
set of probes designed to extract expertise along a number of dimensions: understanding
the big picture, noticing important cues, strategies for working smart, noticing
opportunities for success, and self-monitoring. The interview is based on obtaining
examples of each of these dimensions and probing to understand the cues and strategies
the proficient or expert performer uses, as well as what they believe makes the task
difficult for the novice.

The results of the three interviews were compiled into one Knowledge Audit table
and the strategies, cues, and difficulties were reviewed to see what cognitive skills and
functions were indicated based on the frameworks reviewed below. The following tasks
were combined in the final table of interview results, because the findings were so
intertwined: consider reliability of assets to assess results, consider previous intelligence,
and generate own Strike Plan. The findings are displayed in Appendix A.

Cognitive Frameworks for Understanding Collaboration Behaviors

Three sources were used as potential categorizations of cognitive functions. These
frameworks are shown in Appendix B. The first source is a report from a cognitive
testing project that was conducted for the Navy (O'Donnell, 2001). A cognitive model
and a final list of cognitive functions for the project are shown. The second is the list of
training cognitive objectives that were generated for team decision skills training for
firefighters (Harris, Malek, Ross, & Thordsen, 2002). The third is a matrix of cognitive
skills generated as part of a situation awareness project (Klein, 2001).

When the results of the CTA and the cognitive frameworks were combined, a list
of tasks, skills, and functions was generated. These are shown in Table 1 below.
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Table 1

Cognitive Elements in SCUDHunt Performance

Cognitive Tasks

Understand own capabilities (systems and personnel)
Envision goals and plans

Define roles and functions

Understand enemy capabilities and behaviors

Assess the situation

Balance immediate concerns and longer term objectives
Compensate to fill gaps in team performance

Cognitive Skills

Managing attention

Discriminating cues and patterns

Constructing mental models of cause and effect (interpret information)
Building a story from incomplete information

Decentering (understand how own actions affect partner)

Monitoring one’s own performance (e.g., avoiding fixation, avoiding over-
emphasis on most recent information, realizing when expectancies have been
violated)

Cognitive Functions

Perceptual processing

Short-term memory (to maintain overall picture of search area and to hold
procedural and declarative knowledge)*

Working memory

* In this case, declarative and procedural knowledge are not retrieved from long-

term memory for use in working memory, but are all held in short term memory while
other skills/functions are executed. Memory aids (cheat sheets) are used to support short-
term memory.
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Communication and Distributed Teamwork Frameworks
for Understanding Collaboration

Team Communication Variables

A communication framework was suggested as a manner of investigating
collaboration behaviors evidenced in SCUDHunt. The framework was organized to
facilitate a content analysis of the SCUDHunt data. Content analysis is “a research
technique for making inferences by systematically and objectively identifying specified
characteristics within a text” (Stone, Dunphy, Smith, & Ogilvie, 1966). For those
interested in exploring communication, content analysis allows for the examination and
identification of messages found in a text. Content analysis was a very popular method of
analyzing public and mass mediated communication in the 1970s and 1980s when
hundreds of journal articles on television programming and political communication were
published using this methodology (Comstock, 1975; Jackson-Beeck & Kraus, 1980).

The main goal of content analysis is to describe the characteristics of messages
embedded in texts. Krippendorf (1980) identified four advantages to content analysis.
First, it is unobtrusive because it studies texts that already exist. Second, it accepts
unstructured material, which observers categorize. There is no need for structured
interviews or questionnaires. Third, content analysis allows a researcher to study data
within a context. Last, it is able to handle massive amounts of data.

One type of content analysis is a conversation analysis. Conversation analysis
examines messages exchanged during dyadic or small group interactions in order to
discover the “systematic and orderly properties which are meaningful to conversants [and
researchers]” (Heritage, 1989). The basic process of conversational analysis is to obtain
conversation data, transcribe from oral to written form, develop coding schemes,
categorize messages into schemes, analyze codings to describe and draw inferences about
the content, structure, or effects of conversation, and report the findings.

It should be noted that suggestions and criticisms have been made about the
reliability and objectivity of content analysis. Specifically, Kolbe and Burnett (1991)
suggest that objectivity of content analysis studies can be improved by precise definitions
and operational rules and by utilizing coders that are independent of both the authors of
the research and each other. They go on to suggest that the method for determining
intercoder reliability should be documented in the research.

A framework for performing a content analysis of the SCUDHunt data is shown
in Appendix C. It includes variables associated with “Task Roles,” “Team Maintenance
Roles,” and “Self-Oriented Behaviors.” In addition to Appendix C providing a
framework, it also includes part of the SCUDHunt data coded into the appropriate
categories as a sample of how the analysis could be carried out.

There are generally two types of roles individuals need to take on to make a team
function in a collaborative manner—those concerned with completing the team’s tasks
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and those concerned with the social and emotional needs of the group (Ketrow, 1991).
Both types of roles are essential to an effective team. Task roles are concerned with
getting the job done. Those who function in task roles help move the group toward its
goal and help the group be adaptable to needs and changes along the way. Maintenance
roles are concerned with the team getting along, and focus on developing ways to express
and deal with emotional dimensions of working in a group. In addition, there are self-
centered roles that are identified as when individuals focus on their own needs, which
detracts from collaboration. Most effective team members will be able to adapt to take on
a variety of these roles as needed (and avoid the self-centered behaviors) to keep the team
functioning effectively. The categories for the coding scheme are derived from Hare
(1994) and Ketrow (1991).

To carry out the content analysis, a minimum of four coders should be used.
There should be an equal division of men and women to control for gender differences in
perception of behaviors. Each should be trained in the coding procedures. They should be
given a coding sheet along with an explanation of the procedures. They should be
questioned to determine their understanding of these procedures. Together, coders should
conduct a mock analysis of one interaction. Then coders should code a second interaction
separately. After completing this interaction, coders should meet to discuss their degree
of agreement. After the initial training, coders should be assigned to code interactions
separately. Of these interactions, two should overlap to serve as a measure of intercoder
reliability.

Distributed Teamwork
From our work with distributed teams (Wiggins & Klinger, 2001) we compiled a

number of challenges or points at which distributed teamwork can break down. These are
exchanges of information, goal conflicts, synchronization overhead, diagnostic overhead,

" building and maintaining situation awareness, distributing situational awareness, and

rigidity. We used these elements to construct another matrix that could be used to analyze
the collaborative exchanges during SCUDHunt. This matrix is shown in Appendix D.
The matrix also provides an example of some of the SCUDHunt data coded into these
categories.

Future Research

Future research must examine the behaviors of trained personnel collaborating in
rich contexts. Instances of the distributed teamwork breakdowns discussed above must be
captured and analyzed to understand the gaps in performance. It is very likely that for
lower-level soldiers to be good collaborators, they will require training that quickly
strengthens their tactical thinking skills even at lower ranks and echelons so they can
recognize what is important to report. We must also increase their awareness of key areas
in which distributed teamwork can break down, and train behaviors to monitor and repair
such breakdowns. This may include training in task roles, team maintenance roles, and
self-monitoring roles indicated in the research frameworks discussed here.
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Appendix A

Knowledge Audit of SCUDHunt Proficiencies
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Appendix B

Cognitive Frameworks




Sample of Cognitive Model

- Sensing-
woand ¢
» Perception — >
L +Vision —
+Hearing . §
ssPerception’.

ihwns

Long-Term Memory T
_*Declarative Knowledge | *Maintain Situation Awareness
s | *Report enemy contact
Procedural Knowledge -| ¢ cess battle damage g“Baﬁ;'e'
”| sMonitor movement i fleld
| *Monitor fire _
- | sManage tasks

Figure BI. Typical stage model (semantic or conceptual) (from Pew & Mavor, 1998).

Pew, R. W., & Mavor, A. S. (Eds.). (1998). Modeling human and organizational
behavior: Application to military simulations. Washington, D.C.: National Academy

Press.
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Training Objectives for Firefighter Team Decision Skills Training

(Harris, D., Malek, D. A, Ross, K. G., & Thordsen, M. L. (2002). Developing a scenario-based

training pedagogy for distributed teams (Final Report for Contract #F33615-02-M-6011 prepared for the
Air Force Research Laboratory, Mesa, AZ). Fairborn, OH: Klein Associates Inc.)

Terminal Objectives:

During operations, the team must be able to*

Define roles and functions in relation to the current situation

Compensate to fill gaps

Assess the situation

Envision goals and plans

Balance immediate concerns and more distant objectives

Balance a range of factors in decision making to avoid trying to deal with too
many factors or fixating on too few.

Enabling Training Objectives:

Each team member must

Manage attention

Make perceptual discrimination among subtle cues and patterns—typical and
anomalous

Understand the team’s/organization’s capabilities

Understand enemy capabilities (fire is the enemy in this case)

Construct mental models of cause and effect

Understand how own actions effect others

*These objectives assume that the training participant is proficient in the technical
aspects of his or her job.




Matrix of Cognitive Skills

Cognitive SKkills

Metacognitive SKkills

Patterns

e Recognize known patterns of
components in a domain in a given
situation/across situations in one
domain, given complete information.

e Infer known patterns that partial
information may be part of in a given
situation.

e Infer additional components of patterns
when partial information is given.

Example: Scouts indicate the presence of

the lead element of a large enemy unit.

Scouts may indicate the presence of the

lead element even in the absence of any

other confirming information.

Attention management

e Recognize high payoff information as a
result of the application of cognitive
skills (the story and expectancies
generated) in a given situation.

e Manage interruptions by completing the
development of a story line, returning to
generation of expectancies consistent
with that story line, and continuing to
assess new information in the context of
the story line.

Example: My story indicates that the

enemy are behind what I believed was the

friendly front line, therefore the appearance
of a large fuel tanker truck in the north is
important information.

Mental models

e Recognize mental models in a domain
across situations: i.e., how components
interact to cause outcomes, given
complete information.

e Construct assumptions about how
components can interact given
incomplete information.

Example: If we fire on scouts, they will

alert the larger enemy element. The large

fuel tanker coming from the north indicates
that a large enemy unit is already
positioned to our north.

Uncertainty management

e Recognize irrelevant information as a
result of the application of cognitive
skills in a given situation.

e Actively assess one’s patterns, mental
models and affordances to test the
robustness of the predictions made by
one’s story.

Example: Reports on displaced citizens

clogging the road behind me are not useful

in refining the story. Assessing the
probability as high in a given situation

(such as night or mud), strengthening the

decision for action based on a salient

affordance.

Affordances

o Identify affordances (what is possible
and not possible in the situation) that
result from those mental models in a
given situation.

Example: It is possible for me to get a tank

company to the top of that hill in five

minutes. It is possible for one friendly tank

company to defeat 30 enemy tanks when

they are laagering.

Adjustment mindset

o Evaluate the story that one has built or
actions on is taking based on that story
in order to accommodate new
information and avoid fixating on a
limited or erroneous interpretation.

Example: Evaluating one’s model of the

enemy when one realizes that it was too

static.




Story-building

e Synthesize a story from patterns,
mental models, and affordances in a
given situation to interpret what is
happening given complete information
or various levels of incomplete
information.

e Synthesize a story to predict what
could/will happen in order to generate
expectancies.

Example: If I attack the scouts without a

plan to handle the brigade beyond them, I

will generate a losing situation for my unit.

Expectancies '

¢ Evaluate situation features to detect
anomalies and violations of the
expectancies in the constructed story in
order to refine predictions.

Example: The unexpected enemy presence

forces our counterattack to begin earlier

than we anticipated even though we have

not gotten those explicit orders or intel

from higher HQ.




Preliminary List of Cognitive Skills

MAJOR CLASSIFICATION FUNCTION

SENSORY INPUT VISUAL, AUDITORY, TACTILE,
VESTIBULAR, CHEMICAL

PERCEPTUAL PROCESSING VISUAL (Object, Face, Space/Motion),

SHORT-TERM MEMORY

WORKING MEMORY

LONG-TERM MEMORY

MOTOR BEHAVIOR

AUDITORY, TACTILE,
VESTIBULAR, CHEMICAL

ATTENTION DISTRIBUTION (Sustained,
Selective, Divided)

WORKLOAD CAPACITY

(Single/Dual Task)

PRE-ATTENTIVE PROCESSES
(Perceptual, Conceptual)

AUTOMATIC PROCESSES

(Motor, Non-Motor)

LANGUAGE (Written, Spoken)
SITUATION AWARENESS
DECISION MAKING

PLANNING

TASK MULTIPLEXING
VISUAL-MOTOR CONTROL
MANIPULATING OBJECTS
SPATIAL MANIPULATION
MATHEMATICAL MANIPULATION
PROBLEM SOLVING

EPISODIC MEMORY PROCESSING
PRODUCTION RULE SEQUENCING

“HIGHER-LEVEL” COGNITIVE PROCESSES
(Decision Making, Uncertainty Management,
Mental Stimulation, Sensemaking, Situation
Awareness, Attention Management, Problem
Detection, Planning, Option Generation)

(other metacognitive processes)

STORAGE (Episodic, Procedural)
RETRIEVAL (Episodic, Procedural)

PRECISION
COORDINATION
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Appendix C

Team Function, Task Roles, and Communication Frameworks
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Appendix D

Challenges to Distributed Communication in SCUDHunt Game




“Suikp uo dooy
SAV AW osnenaq [jom
KI9A 321035 3y} UO IB)19p

;S[eo8

Sunoijuos Suueunosus
a1e Koy} 9z1jeal

wes) Y} S0P Swiy [l uf
-oseyd Sutuued ul [eonuo
AjIe[nonieq “wes) jo jeod

"u1030q 9y} 1eau pajy 14 uuw jouue)d | pue ,@ﬂ& [[BI2A0 Ui JOI[JUOd ul
Sumas dooy sAVN AN o[ sy g oaey AJuo 9\ | 91e sjeoqns s,[eNPIAIPU] PIJuo) (20D
‘uoigal
wI0130q 0} S[PPIW A} Ul
SEM JUIA] "S90P Jey) 9IS
15| oY AJuo s ‘1opew
j0u seop ued siy 1 //;nok (yonpoad
op ‘opIs 1ySu 18y ‘OJul JO UOLBDIJLIOA
9y uo SuryiAue si 219y} 10J ssao01d © a1y}
July) Jou op | “Sulyjou| S| *SaNSSI JO UOLEOIJLIB[O
spoda1 )1 pue opls 10} uonsonb juonbaiy
SUO UO JrIOIE POUUBW| "PIIOMSUBUN UONBOLJLIE[D
Aw pakojdap 1 4O /¢S 10 suonsang) “woym
‘uayy uo SuroJ yonui| 0} USYM PIJEIIUNUILIOD SI
j0U SI 210Y) dI9yMm doe[d| IRy ‘JJOpURY JO SaInjiej
© S3BY) YO/ 91y} Ino ul saAjesuay) ssaxdxa
Suryiouos si 219y} juy | SUONBIIUNWWIOISTIA saSueyoxyg
IBWIIRY)
16174 £ EIL j LR eIl [oeegysdodads [oeZ e Jo uonduidsaq d3ud[[eyY)) Jo swreN




*A1BSSa%0U

J1 ayesuaduios 0y Sunago
pue peojIom SISY10
yoes Suiyoyem :o[dwexyq
“wIed) € Se suonoduny

wres) oK [Jom Moy
Suiyorem pue Sunjury
‘wres) Jo Aoua1oyJo pue
SSQUAAIOI]JS SULIONUOIN
LUIed) B se Jurop am

oI [[oM MO, SYSE Wea],

peayioaQ ousoudeiq

*SH0JJ9 P2IBUIPIO0D
£]1004 "SUOLIBSIDAUOD
ut sjedionaed Ajaanoe

j0U O] "UOOUNYSAP
pue Asusroyjour

u1 Sunnsal ‘Supuued 10

uoissnosip ul djedonied

jou Op ‘punoie Jis

‘op 03 Suiyhue sAey jou

Op S[ENPIAIPUI ‘UMOpYealq PEOYISAQ
ﬂOﬁmN_—aOuaogm Go.—“—uNmﬁo.uzoﬁ%m
EYAIE)| 14 @)
16074 2| E114 [oeg MUl 1ovegysdodads JoeZ1aIE Jo uondidsaq aduajeyD Jo dmeN




€d

JUSWUOIIAUD
onueukp o3 Sunosesy
‘soniunjroddo mau
Jo 3y ut suepd Supnsixa
1snfpe 0 fyiqixalg Aup13ry
"UONJBULIOJUT
Jo 2401 9jeudoldde
//1s%] Ino st oy Fuureys oimoid 3iq Jo
winy yxou sy [, ‘uejd ajuys| sa0a1d o asred o) shem
syrew suoysanb aAey Hg Awr opewr dAey [/ /st 19518} pul "SPasu OJul JUSISJJIP
PUR pV// oA YT 19MO] (z111e 0} ssuodsar) 9Y) | ULUNJOD UL 9I9YM| SABY SISQUISW JUSISYI
a3 uo SuryiAue podax a[ppt oY) w Sunpiue| no Surpuy st wejqoad ayy ‘sIoquisw wed) Suowe
10U PIp S[eas AAN AN Sumoys jou st X1a K| “Yea A //-onuyap sjoof )| punois uounuod Sururen) VS pamquusiq
/93] doy ayy Supjoene
Jo Supjuny wee | //;y9] doy
aY) Moeje ued nok Juem
NoA J1 pue ¢ UWnjod jou *S9UO dY) 9q PNOd 350Y}
Inq 9pis Jy3u oy yoeye I SYOO[I]/ /1 umop
PINo3 I//'s>jrews uonsonb pue  SSOI0® ) SSOIoE
aAey pg pue v/ orenbe Suifoydop we | // uoida1
2I1UD Y} JO SIPIS OM) d) w0330q 0} PPIu 2y} Ul
POISA0D [// UONIAS PPl SEM QUIA 'SI0P 18y} LUS
"TULN 0} IXaU ST AVY| oY) Moene [im | ‘Suriem 15%] oY) A[uo s )1 “Iapewt
Aw pue | uo ay[ales SjnuI g Ino 9ABY *s3051e) Ino| j0u soop ued siy, //-oIns
A1 pakojdop 9ABY| 9 //'[9A9] WSII 1oMO] o3| oq P[NOYS { pue Z pue [D aw 3xaN// Sunpiue
1 YO/ wonoq 9y Jeau | uo utyAue podor jou pIp| NUIY) // “9S[o 2I0YMIUOS Sey ¢ UWnjoo JuolssIu
payID] Sumal doax SAVN| sjess AaeN A/ uonoss 9Lys ued ] O0S SLYS| I} JOU Op | INq Iy 1[B19A0 3Y) UIIIm
AN "pauiguod styonuwr|  ofppiwt oY) Supjoene yo| noA pip ued jeyp//pood|  Sunjiowios 9gAeUL 10U} 1) SUOISSIU pUB SYSE) 12y}
jou Inq ‘syodie} s[qissod| Supjuiy) we I/ snowvidsns| syooj sso1oe o] do, uerd ‘Yeo X //¢WSu ‘uoyy uo| ‘siafeyd oy [jB Op 219y M
Joo] & s1amYy], "osje joo[ osje zd| Awiywuqns [[m I//sydewr|  SuioS yonux jou st 210y | “uoIssiu aip jo axmoid Siq
pue ‘snotoidsns sy00] €| Ppue gD/ (DS M ]| uopsanb sey | uunpo)| areym soeld e spey JO| Sulureurews pue Suipjing| VS UlBluieA pue pjing
adudeyYD
16144 £33 [oecT)ul 1ovegsdodads [oez IR Jo uonduisaQq AuaIeYD JO dweN




